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Summary Upfront: SOA, MX, SPF, DKIM, DMARC

. — visit and query your email domain name

e All implemented through domain name service (DNS) records
o SOA: Source of Authority
* Who is the authorized domain name service for your public email domain?
MX: Mail Exchange
* Where do | send email to your domain?

(¢]

(e]

SPF: Sender Policy Framework

* What are your authorized email server IP addresses?

DKIM: Domain Key Identified Mail

* What is your public key so | can send you encrypted email?
DMARC: Domain Based Authentication, Reporting and Conformance
* What should you do when you receive my emails?

(e]

(e]
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http://www.mxtoolbox.com/
http://www.mxtoolbox.com/

SuperToo| Betad

‘ stacs.net] SOA Lookup  ~
soa:stacs.net | I NNETE Csoa

Type Domain Name Primary NS Responsible Email TTL

SOA stacs.net ns-525.awsdns-01.net awsdns-hostmaster@amazon.com 15 min

mx:stacs.net Find Problems Solve Email Delivery Problems I-ﬁ mx

Microsoft Outlook.com now requires DMARC - Get SPF, DKIM and DMARC setup and maintain compliance with Delivery Center

Pref Hostname IP Address e

10 mail.groupassure.net 23.21.187.245 24 hrs Blacklist Check  SMTP Test
Amazon.com, Inc. (AS14618)
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spf:stacs.net [=iri=miicne Solve Email Delivery Problems Iz spf

Microsoft Outlook.com now requires DMARC - Get SPF, DKIM and DMARC setup and maintain compliance with Delivery Center

v=spfl ip4:23.21.187.245 -all

Prefix Type Value PrefixDesc Description
v spf1 The SPF record version
+ | ipd | 23.21.187.245 | Pass | Match if IP is in the given range.
- | all | | Fail | Always matches. It goes at the end of your record.

dmarc:stacs.net FElERREEE Solve Email Delivery Problems £ dmarc

Microsoft Outlook.com now requires DMARC - Get SPF, DKIM and DMARC setup and maintain compliance with Delivery Center

v=DMARC1;p=quarantine;ruf=mailto:postmaster@stacs.net

S s = A STACS Presentation Nl




Tag TagValue

mailto:DMARC Reports@icf.com,mailto:4313
cdb434@rua.easydmarc.us

mailto:DMARC Reports@icf.com,mailto:4313
cdb434@ruf.easydmarc.us

A service of the NACTT |

dmarc:icf.com Solve Email Delivery Problems

Microsoft Outlook.com now requires DMARC -

v=DMARC1;p=reject;pct=100;rua=mailto:DMARC_Reports@icf.com,
uf.easydmarc.us;ri=3660;fo=1

Name
Version
Policy

Percentage

Receivers

Forensic
Receivers

Reporting
Interval

Forensic
Reporting

%> dmarc

Get SPF, DKIM and DMARC setup and maintain compliance with Delivery Center

mailto:4313cd5434@rua.easydmarc.us;ruf=mailto:DMARC_Reports@icf.com,mailto:4313cd5434@r

Description
Identifies the record retrieved as a DMARC record. It must be the first tag in the list.
Policy to apply to email that fails the DMARC test. Valid values can be 'none', 'quarantine’, or 'reject'.

Percentage of messages from the Domain Owner's mail stream to which the DMARC policy is to be
applied. Valid value is an integer between 0 to 100.

Addresses to which aggregate feedback is to be sent. Comma separated plain-text list of DMARC URls.

Addresses to which message-specific failure information is to be reported. Comma separated plain-text
list of DMARC URls.

Indicates a request to Receivers to generate aggregate reports separated by no more than the
requested number of seconds. Valid value is a 32-bit unsigned integer.

Provides requested options for generation of failure reports. Valid values are any combination of
characters '01ds' seperated by ":'.
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Agenda

e Overview of incidents involving email

e Review anti-spoofing controls for email
o SPF
o DKIM
o DMARC

e Layered email security approach
e Q&A
e Demo

STACS A STACS Presentation

et ZICF



Background

e Recent incidents involving spoofed email
o Spear Phishing: spoofed employee email to Off Mgr. to change direct deposit
o Wire Fraud: spoofed Trustee email to Debtor Attorney with wire instructions

e Root Causes:

o Spoofed email (From: Joey Cusimano <jc@xyz.net> - not stacs.net!)
o Man-in-the-middle attacks on M365 w/wo MFA

e Prevention: What can | do?
o Anti-email spoofing measures
o Be clear about wire transfer acceptance or lack thereof, add to email signature

STACS A STACS Presentation
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Anti-email Spoofing Measures

e SPF: Sender Policy Framework
e DKIM: Domain Key Identified Mail

e DMARC: Domain Based Authentication,
Reporting and Conformance

o All implemented through domain name service (DNS) records
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Helpful Tools

e MXToolBox.com - ok b

Blacklist Check

https://www.mxtoolbox.com S — ons Lookup

Test Email Server

(@] D N S r‘e CO rd C h eC kS : M X’ S P F’ D M A RC’ D KI M ) All of your MX record, DNS, blacklist and SMTP diagnostics in ot Reverse Lookup 1

Whois Lookup

SuperTool Beta?

If you already know exactly what you want, you can force a partic DNS Check

and others b4 Rooomiockiap

(e.g. "blacklist: 127 .0.0.2" will do a blacklist lookup) DKIM Lookup
¥

o Blacklisted status and monitoring DMARC Looki

. . . . Command Explanation AAAA | ookup
o Free blacklist domain monitor, weekly blacklist et creci ornost o eptaton SRV Lookup
’ smitp: Test mail server SMTP (port 25) DNSKEY Lookup
mx: DMS MX records for domain
Stat U S a DMS A record IP address for host name CERT Lookup

spf- Check SPF records on a domain LOC Lookup
Bxt: Check TXT records on a domain IPSECKEY Lookup
ptr: DMS PTR record for host name Domain Health
cname DMS cann.nical _hnst name to IP .adclress ASN Lookup
whois: Get domain registration information
arin: Get IP address block information RERC I
soa’ Get Start of Autharity record for a domain NSEC Lookup
tcp: Verify an IP Address allows tcp connections DS Lookup
http: Verify a URL allows http connections NESECAPARAM
https: Verify a URL allows secure http connections 1 anakue .
ping: Perform a standard ICMP ping
trace: Perform a standard ICMP trace route
dns: Check your DNS Servers for possible problems Mew!
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SPF

- Sender Policy Framework (SPF) identifies the IP Addresses of
mail servers authorized to send email for a given domain

o |f the IP address of the domain the email came from is not in the
authorized list, SPF check will fail
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DS
Server

Check if the sending server is authorized
to send email on behalf of the domain

| E l ‘ Junk/
Receiving _g_'

Server ; Reputation
Fai & Other
Data Delivered

SPF flow

Source: https://medium.com/@pendraggon87/short-primer-on-spf-dkim-and-dmarc-9827eb2f359d
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SPF: Creating the DNS Record

e |n your domain’s DNS service
o AWS Route53 shown, other common registrars include GoDaddy, Bluehost, web.com

e A list of IP addresses of authorized email servers for the domain is added as a SPF
TXT record

Record name Type ¥ Value/Route traffic to

stacs.net TXT "v=spf1 ip4:23.21.187.245 -all"

STACS A STACS Presentation N
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SPF: Creating the DNS Record

 Microsoft 365 hosted mail servers use a specific TXT record you can add
to your other DNS records:
v=spfl include:spf.protection.outlook.com —all

e Alternatively, exchange servers or other mail servers (cloud or on-
premise) need the mail server’s public IP address instead:

v=spfl ip4:76.0.1.230 ip4:76.0.1.231 —all

o “-all” tells receiving servers to reject messages that fail SPF check
STACS A STACS Presentation
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DKIM

e DomainKeys ldentified Mail
o Uses public-key cryptography to ensure integrity and authenticity

o Public key is added as TXT record for the domain
o Private key is used to sign emails as they are sent from the server

o Recipient uses public key from DKIM DNS record to verify email came from the
authentic domain
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Message
Delivered

Email with Receiving

DKIM Email
Server

Match

DKIM authentication flow

Source: https://medium.com/@pendraggon87/short-primer-on-spf-dkim-and-dmarc-9827eb2f359d
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DKIM: Creating the DNS Record

e Hosted service providers sometimes provide tools (potentially at a cost)
o AWS Easy DKIM (for Amazon Simple Mail Service)
o Microsoft 365 Defender, Exchange Online Protection

Type Name * TTL
TXT hd 20200308. domainkey Auto hd
Content *
v=DKIM1; k=r5a;

p=MIIBIjANBgkghkiGOWOBAQEFAAQCAQEAMIIBCGKCAQEArMHFKgja+NzjjFnNYMjI8twaxjztajSKxJFOzHILLPIQh1RbKXhWvwWxZWHRINR
QwllZn02a2MXu55HpCaTD8ISmsJbTkemF1xskTKILQWIyjSOFIHO2hAus48H3ti XuNBK0iaX/OU75mFkaQrgPWWZB4LEJBXh4u1KnVIYLKTXuD
P838KCK/41u0w6VVrINTgJY+mFDFDxIsCY9Q60RMOoyLIOpHEGXw

Example DKIM TXT record. Source: https://www.linuxbabe.com/redhat/set-up-opendkim-centos-8-rhel-8
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DKIM: Configure Mail Server with Private Key

e DKIM requires configuring mail service to use private key
o Hosted mail services usually do this automatically

e If using your own mail server, DKIM private key will need to be
generated and installed into your mail service

e This process will vary by email service and operating system
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DMARC

e Domain Based Authentication, Reporting and Conformance (DMARC)
o Check if your domain is being used to send spam

o |nstruct receiving servers what to do with email from my organization that fail
SPF or DKIM (none, quarantine, reject)

o Minimizes blacklisting of your email domain

e Receive delivery reports from recipient mail servers
o Periodic delivery reports (rua tag)
o Per-instance failure reports (ruf tag)
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e
|
-

-ﬁ*ﬁ@ﬁ@*@—*@

Has DMARC been Apply BMARC 100
implemented Tor policy u-d-

-@— @
Mo

Source: https://www.mailgun.com/blog/deliverability/email-authentication-your-id-card-sending/
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DMARC: Email Delivery Diagram

Return-Path: <bounceEUDAEMON.net e
Delivered-To: fred@examp

e.

Authentication-Results: mail\l example.com; spf=pass (example.com: domain

of bounce@eudaemon.net ddsignates 4.5.6.7 as permitted sender)
smtp.mail=bounce@Reudaemoninet; dkim=pass header.i=@eudaemon.net

Received: from

DKIM-Signature: v=1; a=rsa-shal\ c=relaxed/relaxed; d=jEUDAEMON.net 9
s=key456; i=@eudaemon.net; q¥dns/txt; h= g t

Date: Wed, 19 Feb 2021 12:3%u06Xo00

<h r@EEXAMPLE .com
To: “Fred Smith” <fred@exampIe.com’ o
Subject: Work From Home Policy Update

Staff, please click through

U

From: “Human Resourcesg®

the read the latest policies regarding
working from home. Click Here

— domain.com

Obtain return-path
address domain email

Obtain ‘from’ address
email domain

- domain.com

Obtain DKIM-signature
domain from email headers

DMARC Analyzer - Trusted Email. Delivered.

- d=domain.com

SPF
aligned
e
N Yes z
Not SPF
Matching aligned Check DKIM
domains? DMARC result

| No

Matching Not DKIM aligned
domains? Check SPF DMARC
result
Yes N
DKIM

Yes N aligned

©

Source: https://community.mimecast.com/s/article/dmarc-analyzer-improving-deliverability-using-dmarc

A service of the NACTT
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DMARC: Record, Policy, & Reporting

_dmarc.stacs.net "v=DMARC1;p=quarantine;ruf=mailto:postmaster@stacs.net”

e v: The version of DMARC being used.
e p: policy, implement and test from none, quarantine, to reject.
 none: does not quarantine or reject mail; good for initial testing
e quarantine: recipient’s server sends emails that fail DMARC checks to junk/quarantine folders
e reject: recipient’s server completely reject emails that fail DMIARC checks
e rua: email address where aggregate reports from participating mailbox providers (Comcast,
Microsoft, etc.) are sent
e Recommend a dedicated mailbox or folder
e ruf: email address where failure reports are sent when an email that appears to be from your
domain fails a DMARC check
* ri: reporting interval for DMARC reports
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DMARC: Aggregate Reports

[Preview] Report Domain: stacs.net Submitter: enterprise.protection.outlook.com Report-ID: ...

i e “~ Repl % ReplyAll  —> F d )
DMARC sls[zIElts Report <dmarcreport@ %] © J TRy ) R e Y

To @ postmaster@stacs.net Wed 8/16/2023 8:49 AM

DA
®

[E:] External Sender - Caution: This message originated from outside of ICF. Be careful when responding to or taking actions based on this message.

. enterprise.protection.outlook.com!stacs.net!169197120011692057600.x ml.gz -
1KE

This is a DMARC report from Microsoft Corporation. For Emails received between 2023-08-14 00:00:00 UTC to 2023-
08-15 00:00:00 UTC.

You're receving this email because you have included your email address in the ‘rua’ tag of your DMARC record in DMNS for
stacs.net. Please remove your email address from the ‘rua’ tag if you don't want to receive this email.

mail. This mailbox is not monitored and you will not receive a response. For any feedback/suggestions, kindly mail to

STACS A STACS Presentation N
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@ DMARC Record Generator

Domain or Host Name

| email@gobblygook.com ‘ Check DMARC Record Solve Email Delivery Problems

Created Record Qutput:

HOW TO CREATE A DMARC RECORD The below record is updated as you modify the fields on the lefi.

Answer the guestions below and we'll generate a record for you in the correct format. For more details about each question or option list, Once you have finished creating your record in this editor, visit your DNS hosting provider and create a new record with the values
click on the "Help" link beside it for more detailed information. presented below.

1. How do you want mail that fails DMARC to be treated by the recipient?
We recommend that you start with a policy of "none” - which is "Reporting Mode"
ne ~| Help

2. What email address(s) should aggregate DMARC reports be sent to? * Mote: For many DNS hosting providers, you'll just type "_DMARC” as the hostname and the tool addfappend your domain name automatically.
“If adding multiple smail addresses, plesse use @ comma to separate sach one.
‘263321 &7 @mxioolbox.dmarc-report.com | Help Current Record:

3. What email address{s) would you like to receive forensic DMARC failure reports?

“If adding muttiple email addresses, please use @ comma to separate each one. Setup DMARC Reports

‘2633216?@,f0rens ics.dmarc-report.com | Help Invalid Input. 'dmarc' requires a Fully Qualified Domain Name. 'email@gobblygook.com' is invalid.

DMARC Record Lookup
Would you like to have MxToolbox automatically process your DMARC reports for analysis and delivery insights?
[Yes v| Help

Show Advanced
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spfistacs.net [ailisieii=e Solve Email Delivery Problems

w=spfl ip4:23.21.187.245 -all

Type Value

v gt

| ipd | 23.21.187.245
| = .

SuperTool Beta?

gobblygook.com| SPF Record Lookup -

spf:gobblygook.com Find Problems Solve Email Delivery Problems

Test

[ SPF Record Published

Result

Mo SPF Record found

A STACS Presentation

Description

The SPF record version

Match if IP is in the given range.

Always matches. It goes at the end of your record.




Original Message

Message |ID
Created at:
From:

To:

<ph7C9vzqP0zjODI2fP73myzSNAHT Ow4SaTXigfJxo@www.stacs net>

Tue, A'ug 29, 2023 at 6:07 PM (Delivered after 0 seconds)

STACS Support <support@stacs net= Using PHPMailer 6.8 0 (https://github.com/PHPMailer/PHPMailer)

@gmail.com

PASS with IP 23.21.187.245 Learn more
'PASS' with domain stacs.net Learn more

'PASS' Learn more

A STACS Presentation




SPF, DKIM, DMARC Record Check - MXToolbox

e For OutIQ

STACS

A service of the NACTT

3
SuperTool MX Lookup Blacklists DMARC Diagnostics Email Health

ok, you can obtain headers and use a tool on MXToolbox

File Message

Help  Acrobat

%% Email Header Analyzer

Paste Header:

Received: from DMEPR14MB3903 namprd14 prod.outlook com (2603:10b6:5:20d::9) by
DMEPR14MB2652 namprd14 prod.outlook com with HTTPS; Tue, 28 Aug 2023 22:07:2:
+0000

Received: from SAOPR13CAQ057 namprd13.prod.ou
PR14MB39

com (2603:10b6:806:22::32)
4_prod.outlook.com (2603:10b6:5:20d::8) with
n=TLS1_2

GCM SHA384) id 15.20.6745.18, Tue. 29 Aug

Received: from SA2PEPFO00013CT namprd03.prod.outiook.com
(260310 22:cale2b) by SA9PR13CAD0S5

outlook office365.com
T (version=TLS1_2

€

ABOUT EMAIL HEADERS

This tool will make emall headers human readable by parsing them according to RFC 822, Em
your email headers, just

Il i

Delete  Archive KAl

— Forward

Delete Respond

test 2

Properties
Settings
Importance

Sensitivity

D Do not AutoArchive this item
Tracking options

Delivery options

(Tr
DExplres after MNone

Contacts...

=
e
s

Share to
Teams

Teams

Di Move to: 7
— To Manager

Tearn Email

Quick Steps

Categories |None

Internet headers
(2603:10b6:5:20d::9) by

2023 22:07:23
+0000

(2603:10b6:806:22::32)

A STACS Presentation

Received: from DMEPR14MB3203 . namprd14.prod.outiook.com

DMEPR14ME2652.namprd14.prod.outlook.com with HTTPS; Tue, 28 Aug

Received: from SASPR13CADDSY.namprdl3.prod.outlook.com

Close

| O

Editing | Immersive

sponding to or taking actions based on this message.
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Layered Email Security Approach

e Implement spam filtering services for inbound and outbound email

o Barracuda, SpamAssassin, etc.
o Check with vendor for SPF/DKIM/DMARC support (On-premises Exchange)

e Microsoft 365 Defender (free 90-day trial available)

o Safe Links
* Scans destination of URL for suspicious content/properties before allowing user to connect
* Checks against list of known malicious URLs

o Safe Attachments

 Uses a virtual environment to check attachments in email messages before they're delivered to
recipients

* If deemed safe, allows email to move to inbox — else, quarantine or reject based on setting

STACS A STACS Presentation
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Layered Email Security Approach

e Securing User access to email services
o Require https and MFA for webmail access
o Disable legacy email protocols (POP, IMAP)
o Use SSL/TLS (POP/S, IMAP/S) or other encryption supported by email vendor

e User security awareness training
o Ninjio
o Hackers targeting email account access
» Call to verify sensitive or financial critical requests
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Layered Email Security Approach

Monitor Email Domain for Compromised Accounts e HavelBeenPwned

Home Notifyme Domainsearch Who'sbeenpwned Passwords APl About Donate B P

Domain search

Search for pwned accounts across an entire domain and receive future notifications . ( h a n g e p a S S W O r d Of a C C O u n t
h iti d
Domain search allows you to find all email addresses on a particular domain that have been caught up in any of the data breaches W e re Ve r I t I S u S e

currently in the system. You can also receive notifications if they appear in future breaches by providing a notification email. Before you
can perform a domain search, you need to verify that you control the domain you're searching. If you cannot verify that you control the
domain, you will not be able to search for breached email addresses on it.

L]
Would you like to be notified of any future breaches of accounts on this domain? By leaving your email address here, you'll be notified in . O n S I d e r p a S S WO rd I I I a n a g e rS to

the future if any breaches contain aliases on the domain you're searching for. You will only be notified of future breaches if you

successfully complete the domain verification process.

Subscribe me

v

Are you a robot?

prevent password reuse and
increased damage in case of
compromise

I'm not a robot
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MXToolbox Blacklist Monitor

BLACKLIST:STACS.NET -~

blacklist:stacs. net

Last 7 Days Up: 100% Down: 0 seconds Alerts s

Last 30 days Up: 100% Down: 0 seconds Alerts s

Ok

Postmaster Blacklists

COutages History Edit

OUTAGES

STACS

A service of the NACTT

\VqLelelleler Blacklist Summary
N -~ 2 Reply All
N norepl .ujrn

° Toe = Cusimano, Joey

External Sender - Caution: This message originated from outside of ICF, Be careful when responding to or taking a
If there are problems with how this message is displayed, click here to view it in a web browser,
Click here to download pictures. To help protect your privacy, Cutlook prevented automatic download of some pig

All Blacklist Monitors

IP/Domain MxRep Name Current Status

Mo outages to display |I| 104.130.102.232 100 blacklist:104.130 Mot Blacklisted

Duration

Up for & months

A STACS Presentation NI~
“ICF



Questions?

You can send questions in chat window too.
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Email Header Analyzer
mxtoolbox.com/Public/Tools/EmailHeaders.aspx

s://support.google.com/a/answer/33786?hl=en#to-do

ttps://support.google.com/a/answer/1741247?sjid=7693783944620326383-NA

ARC

https://support.google.com/a/answer/2466580?hl=en#:~:text=Sender%20Policy%20Frame
20(SPF)%3A ,actually%20came%20from%20your%20organization.

MARC Alignment

https://dmarcian.com/alignment/
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https://support.google.com/a/answer/174124?sjid=7693783944620326383-NA
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