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Summary Upfront: SOA, MX, SPF, DKIM, DMARC
 www.mxtoolbox.com – visit and query your email domain name
 All implemented through domain name service (DNS) records
◦ SOA: Source of Authority
 Who is the authorized domain name service for your public email domain?

◦ MX: Mail Exchange
 Where do I send email to your domain?

◦ SPF: Sender Policy Framework
 What are your authorized email server IP addresses?

◦ DKIM: Domain Key Identified Mail
 What is your public key so I can send you encrypted email?

◦ DMARC: Domain Based Authentication, Reporting and Conformance
 What should you do when you receive my emails?

http://www.mxtoolbox.com/
http://www.mxtoolbox.com/
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Agenda
 Overview of incidents involving email 

 Review anti-spoofing controls for email
◦ SPF
◦ DKIM
◦ DMARC

 Layered email security approach
 Q&A
 Demo
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Background
 Recent incidents involving spoofed email
◦ Spear Phishing: spoofed employee email to Off Mgr. to change direct deposit
◦ Wire Fraud: spoofed Trustee email to Debtor Attorney with wire instructions

 Root Causes: 
◦ Spoofed email (From: Joey Cusimano <jc@xyz.net> - not stacs.net!) 
◦ Man-in-the-middle attacks on M365 w/wo MFA

 Prevention: What can I do?
◦ Anti-email spoofing measures
◦ Be clear about wire transfer acceptance or lack thereof, add to email signature
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Anti-email Spoofing Measures
 SPF: Sender Policy Framework

 DKIM: Domain Key Identified Mail

 DMARC: Domain Based Authentication, 
Reporting and Conformance

 All implemented through domain name service (DNS) records
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Helpful Tools
 MXToolBox.com 

https://www.mxtoolbox.com
◦ DNS record checks: MX, SPF, DMARC, DKIM, 

and others
◦ Blacklisted status and monitoring
◦ Free blacklist domain monitor, weekly blacklist 

status

https://www.mxtoolbox.com/
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SPF
◦ Sender Policy Framework (SPF) identifies the IP Addresses of 

mail servers authorized to send email for a given domain

◦ If the IP address of the domain the email came from is not in the 
authorized list, SPF check will fail
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SPF: Email Delivery Diagram

Source: https://medium.com/@pendraggon87/short-primer-on-spf-dkim-and-dmarc-9827eb2f359d
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SPF: Creating the DNS Record
 In your domain’s DNS service 
◦ AWS Route53 shown, other common registrars include GoDaddy, Bluehost, web.com

 A list of IP addresses of authorized email servers for the domain is added as a SPF 
TXT record
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SPF: Creating the DNS Record
 Microsoft 365 hosted mail servers use a specific TXT record you can add 

to your other DNS records:
 v=spf1 include:spf.protection.outlook.com –all

 Alternatively, exchange servers or other mail servers (cloud or on-
premise) need the mail server’s public IP address instead:

 v=spf1 ip4:76.0.1.230 ip4:76.0.1.231 –all

 “-all” tells receiving servers to reject messages that fail SPF check
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DKIM
 DomainKeys Identified Mail
◦ Uses public-key cryptography to ensure integrity and authenticity

◦ Public key is added as TXT record for the domain
◦ Private key is used to sign emails as they are sent from the server

◦ Recipient uses public key from DKIM DNS record to verify email came from the 
authentic domain
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DKIM: Email Delivery Diagram

Source: https://medium.com/@pendraggon87/short-primer-on-spf-dkim-and-dmarc-9827eb2f359d
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DKIM: Creating the DNS Record
 Hosted service providers sometimes provide tools (potentially at a cost)
◦ AWS Easy DKIM (for Amazon Simple Mail Service)
◦ Microsoft 365 Defender, Exchange Online Protection

Example DKIM TXT record. Source: https://www.linuxbabe.com/redhat/set-up-opendkim-centos-8-rhel-8 

https://www.linuxbabe.com/redhat/set-up-opendkim-centos-8-rhel-8
https://www.linuxbabe.com/redhat/set-up-opendkim-centos-8-rhel-8
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DKIM: Configure Mail Server with Private Key
 DKIM requires configuring mail service to use private key
◦ Hosted mail services usually do this automatically

 If using your own mail server, DKIM private key will need to be 
generated and installed into your mail service

 This process will vary by email service and operating system
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DMARC
 Domain Based Authentication, Reporting and Conformance (DMARC)
◦ Check if your domain is being used to send spam
◦ Instruct receiving servers what to do with email from my organization that fail 

SPF or DKIM (none, quarantine, reject)
◦ Minimizes blacklisting of your email domain

 Receive delivery reports from recipient mail servers
◦ Periodic delivery reports (rua tag) 
◦ Per-instance failure reports (ruf tag)
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DMARC: Email Delivery Diagram

Source: https://www.mailgun.com/blog/deliverability/email-authentication-your-id-card-sending/
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DMARC: Email Delivery Diagram

Source: https://community.mimecast.com/s/article/dmarc-analyzer-improving-deliverability-using-dmarc
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DMARC: Record, Policy, & Reporting

• v: The version of DMARC being used.
• p: policy, implement and test from none, quarantine, to reject.

• none: does not quarantine or reject mail; good for initial testing
• quarantine: recipient’s server sends emails that fail DMARC checks to junk/quarantine folders
• reject: recipient’s server completely reject emails that fail DMARC checks

• rua: email address where aggregate reports from participating mailbox providers (Comcast, 
Microsoft, etc.) are sent

• Recommend a dedicated mailbox or folder
• ruf: email address where failure reports are sent when an email that appears to be from your 

domain fails a DMARC check
• ri: reporting interval for DMARC reports
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DMARC: Aggregate Reports
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DMARC: Creating a DMARC Record - MXToolbox
 Generate the record using a free generator tool
◦ Mxtoolbox, dmarcian
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SPF, DKIM, DMARC Record Check
 MXToolbox has a tool to check various types of records for a domain
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SPF, DKIM, DMARC Record Check - Gmail
 Gmail lists them neatly if you click “Show Original” to view the email 

headers
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SPF, DKIM, DMARC Record Check - MXToolbox
 For Outlook, you can obtain headers and use a tool on MXToolbox
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Layered Email Security Approach
 Implement spam filtering services for inbound and outbound email
◦ Barracuda, SpamAssassin, etc.
◦ Check with vendor for SPF/DKIM/DMARC support (On-premises Exchange)

 Microsoft 365 Defender (free 90-day trial available)
◦ Safe Links
 Scans destination of URL for suspicious content/properties before allowing user to connect
 Checks against list of known malicious URLs

◦ Safe Attachments
 Uses a virtual environment to check attachments in email messages before they're delivered to 

recipients
 If deemed safe, allows email to move to inbox – else, quarantine or reject based on setting
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Layered Email Security Approach
 Securing User access to email services
◦ Require https and MFA for webmail access
◦ Disable legacy email protocols (POP, IMAP)
◦ Use SSL/TLS (POP/S, IMAP/S) or other encryption supported by email vendor

 User security awareness training
◦ Ninjio
◦ Hackers targeting email account access
 Call to verify sensitive or financial critical requests
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 HaveIBeenPwned 
◦ https://haveibeenpwned.com

 Change password of account 
wherever it is used

 Consider password managers to 
prevent password reuse and 
increased damage in case of 
compromise

Layered Email Security Approach
Monitor Email Domain for Compromised Accounts

https://haveibeenpwned.com/
https://haveibeenpwned.com/
https://haveibeenpwned.com/
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MXToolbox Blacklist Monitor
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Questions?

You can send questions in chat window too.
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Resources
 MXToolbox Email Header Analyzer
◦ https://mxtoolbox.com/Public/Tools/EmailHeaders.aspx

 SPF
◦ https://support.google.com/a/answer/33786?hl=en#to-do

 DKIM
◦ https://support.google.com/a/answer/174124?sjid=7693783944620326383-NA

 DMARC
◦ https://support.google.com/a/answer/2466580?hl=en#:~:text=Sender%20Policy%20Framework%

20(SPF)%3A,actually%20came%20from%20your%20organization.
 DMARC Alignment
◦ https://dmarcian.com/alignment/
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