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PATCHWORK SECURITY ARCHITECTURE M365 SECURITY ARCHITECTURE

Siloed tools. Fragmented visibility. Higher risk.
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Limited visibility Manual Inconsistent Slower detection Higher cost Security gaps
across tools integration policies and response and complexity and risk

A NO UNIFIED VISIBILITY. SILOED DATA. REACTIVE SECURITY.
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Alert Overload Higher Risk
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Context Switching
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Investigation Delays

DATA | SIEM / SOAR

Integrated platform. Unified visibility. Proactive protection.

. Microsoft 365 Security

IDENTITIES DEVICES EMAIL & CLOUD APPS INFORMATION THREAT
COLLABORATION PROTECTION DETECTION &

RESPONSE

Microsoft Entra Microsoft Microsoft Microsoft Microsoft Microsoft

1»] Intune Defender for Defender for Purview Defender XDR
Office 365 Cloud Apps
Secure access Endpoint Protect against Discower, control Classify, label Correlate signals,
and adaptive management phishing, malware and protect and protect investigate
identity and threat and business cloud app sensitive and respond
protection protection email compromise usage and data data rapidhy

.') Microsoft Security Copilot

Al-powered assistance for security operations and response

UNIFIED FOUNDATION
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Unified Data Model Automation & Orchestration
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Unified Visibility

Shared Signals APIs & Integrations
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Lower Cost &
Simpler Operations

Consistent Policies
& Governance

Faster Detection
& Response

Stronger Security
Posture

INTEGRATED. INTELLIGENT. PROACTIVE.
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Microsoft 365 Defender
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| The OpenAI / Hugging Face Incident (July 2026) LI |

What Autonomous AL Agents Revealed About Cybersecurity
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1. How Microsoft knows something bad happened
2. The small-business attack surface

3. How Microsoft 365 Copilot is grounded
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M365 ToKEN REUSE ATTACK: How IT WorRKS ¢ How To DEFEND

How THE ATTACK WORKS

@ User signs in

to Microsoft 365

- g E

Microsoft Entra 1D

Entra ID authenticates @ Entra. ID issues

{MFA completed) Access £ Refresh

Tokens

lolalo

@ Tokens stored in

browser,l’ Outlook
on device
- &®L —
101010

s

Attacker reploys
stolen token

1o1010

DEFENSE OVERVIEW (AT A GLANCE) |

Phishinﬂ,-resis'mn{ authentication

Use FIDOZ security keys or Windows
Helle for Business.

Microsoft 365

services trust

the valid token
{MFA not re-prompted)

Conditional Access
Enforce device complionce, location,
risk, and session controls.

Device security & compliance

Microsoft 365

Services

E D &G

Require compliant devices with

Intune and up—{'n—d.al'e proh!c.‘i‘ion.

QP @[] fo @

(Azure AD) ) Token Protection (Preview)
P, Bind tokens to the device to prevent
2 = ..L, use on other devices.
I .
e e e e —— e S T T e e s e e ™ F\Ho.cksr. s ek Mnni'l’ori.ns g Detection
: How TOKENS ARE STOLEN : unauthorized access Continuously monitor for anomalous
| AITM Phishing Infostealer Browser Malicious Compromised [ B3 Revid et token usage and risky sign-ins.
| (Reverse Proxy) Malware Cockie Theft Browser Ext. Device ! @ Access files . .
| I Continuous Access Evaluation
| Ean I 4, Exfiltrate data . i
i m | @ Create moilbox rules Microseft 365 re-evaluates risk in
| __A m— | Busi 3 | real time and can revoke access.
| O usiness email
l‘_v ___________________________________ o L compromise |
~ ~ ™
DETECTION OPPORTUNITIES DEFENSE - IN-DEPTH STACK EXECUTIVE SUMMARY
Token reuse attacks ollow adversaries to bypass MFA by stealing a
@ @ J_;L fﬁ. p & g " valid session token and replaying it 4o access Microsoft 365 resources.
]
Zs — _/ KEY TAKEAWAYS
1":||f°ss"rle NWE:"‘;”“.'“" NngDevir.e N‘.‘JJ °':""'5:“I Stronﬂ Conditional Endpoint Token Continuous * MFA alene is not ennush-aﬂnckers steal the token after _MFA SUCLBSS.
1N A B IS SEr e Authentication Access Protection Protection Ewvaluation * Most attacks start with Ph‘Sh'“ﬂ er malware en user devices.
3 : . P i' ol * Stroeng identity, device, and session contrals stop token theft and reuse.
O A FIDO2 / WHEB Rk bastd adzens  Plicreaay Defender i * Continuous monitoring detects suspicious token behavior early.
@ ¢ /\}l Certificate-based Device compliance for Endpoint prevent reuse on assessment and
[ ™1 authentication Location controls  EDR / ASR Rules  wntrusted devices  automatic access IMMEDIATE ACTIONS IF SUSPECTED
Teken Used From Mailbex Eule Large File Mass Access or e cairely Pensssar:p tine (Previeu) rEvocation 1. Disable account &, Review SharePoint/OneDrive activity
Two Locations Changes Downloads Unusual Activity | | 2. Rewoke refresh tokens 7. PReset credentials
| 3. Sign cut all sessions 8. Require reauthentication
¥ . i 4. lrwestigate endpeint for Iwiare 9. Hunt for additional compromised
Investigate any combination of the above signals. If o stolen foken is replayed from another device or risky context, 2 Rﬁ:ﬁs g S PT: = r:: o w ury u:is iti mpromi
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M365 TOKEN REUSE ATTACK: DEFENSIVE ACTIONS
WHAT TO IMPLEMENT, WHERE, AND HOwW

| 9 WHERE: Where to configure / enforce a- HOW: How it works to stop token reuse @ WHAT: Whaot to implement

. DEFENSIVE ACTION WHERE How (PREVENTS TOKEN REUSE) WHAT TO IMPLEMENT

1. PHISHING-RESISTANT [ ) Microsloﬂ- Entra D ' e _ & Enable FIDOZ security keys and Windows Hello for Business
i (identity > Pretection) I Strong auth
AUTHENTICATION ! g — — —_— @ blocks phishing & Enforce phishing-resistant MFA for all users
Eliminate stolen passwords | ¢ Azure Portel | FIDOZ/WHEB/ st tn and AITM & Disable legacy authentication (Basic Auth, IMAP/POP/SMTP)
and MFA bypass. {(} Security Defaults/CA Certificate & Use Conditional Access to require strong auth
| te CA polici L
2. CONDITIONAL ACCESS § Microsaft Entra ID _ = - oy @ it @ C"w.! Pelcies, for all cloud appe
Nt {ldenf;t',l > Conditional ﬁ.ccess) | —_— s Evaluate siannl: & Rea'uurg ¢amp'l|aml‘ device
lgl. b:::; b Euer{_ occess attempt i, o - ! ” s User, Device, Location, & Block sccess from hiah—risk locations
: ortal ccess attem ;
L sl e ! & P Risk, App — ® Block @ WUse Sign-in Risk and User Risk policies
@ Conditional Access
@ Require MFA for risky sign-ins
. DEVICE SECURIT : : 2 - ; ; e
3 E E Y & 9 Microseft Intune O — | heik deiice. healbh: —5 Compliant & Cnn'ﬂsure device compliance policies in Intune
COMPLIANCE . > of — Access allowed @& Require compliance in Conditi 1l Acce
— s At skicics ¢ Endpoint Manager —_— o — | OS5, Patches, Encryption, qu cln p y onditicnal 55
devices can access. {ﬁ} Devices > Compliance AV/EDR, Firewall —> ® Plet:compliaed &3 -Enoble Bitlocker, Foewall, Sexure - Bogt
Block access @ Keep 05 and apps up to date
| 4. TOKEN PROTECTION ? Microsoft Entra D Token issued R R TR s R T b & Enable Token Protection (Preview)
(DEVICE-BOUND TOKENS) Token replayed from |
S, Rl parbal i 2088 o L —> & Require compliant or hybrid-joined devi
Bind tokens +o the device i i " thiz device : onother device ] Access i P Y TR Inee feniees
P e e {§} Tokoar e Pked o . 1 bliciad @ Token becomes unusable on other devices/browsers
5. MONITORING & DETECTION @ Microsoft 365 Defender R D & Enoble Microsoft Defender for Cloud Apps (MCAS)
Detect suspicious token use (Defender Portal) —> [[ [Iu o e @ WUse Sign-in logs, Risk detections, UEBA insighis
in real fime. < security.microsoft.com Sign-in Risk & Alerts Investigate @ Monitor Impossible Travel, New IP, New Device
@ Threat Expla'rzf Activity Anomalies L& Respond [ @ Enable alerts and autsmated responses
| 6. SESSION COMTROLS 9 Micreseft Entra ID f}\.l’ EI @  Set session lifetime po'liclz's I:E.S_, 8-12 hours)
& CONTINUOUS ACCESS Q Azure Portal + 't\‘, —— & Enaoble Continuous Access Ewvaluotion ({.AE)
Limit token lifetime and {g} Authentication > Short-lived bt miniis Ko cREs Rewoke risky or @  Automotically revoke sessions on risk/complionce changes
revoke risky sessions. Session Management sessions Evaluation non=compliant & Require reauthentication for sensitive actions
- sessions
F 7. EMAIL & COLLABORATION ? Microseft 365 Defender B @ @ Enable anti-phishing and anti-spam policies
A :;EDEDHNG i e security.microsoft.com —_— — £ : 4 & Enoble Safe Links, Safe Attachments
uce impact it a token - Attacker uses Securit Malici & U ilbo diti d alert polici
[£9 wnpmmised. @ Palicies & Fules token Cnn:rnlz Ac-l':ilt:oglso:ked (=3 R::h::: g,;::'qr:n: :Eﬂ::s ;emor:m::: links
{“"_L’E 8. LEAST PRIVILEGE 9 Microseft Entra ID & Use role-based access (RBP\C)
"L_‘Oj & ACCESS GOVERNANCE & M36S Admin Centers —> — E & Remoue unnecessary admin/admin roles
L Limit what a compromised % Azure Portal / M36S Admin User Least-privilege On'ly necessary @ Rewiew and expire access regularly (Access Reviews)
account coan access. {§} Roles & Access c :
. Access resources @ Use Privileged ldentity Management (PIM)
FOUNDATIONAL ENABLERS (Q Edcabi Waais Kk Siperss Endpoiit Protection 21 Centralized Logging el R LAYERED DEFENSE = STOP TOKEN REUSE
{DO THESE F]RST) & (Phishing Awareness) Up te Date (Defender for Endpoint) E (Sentinel [ Log ﬂ.m!fﬁcs'} Playbaoks Strong Identity + Trusted Devices + Continuous Menitering

Risk-Based Access + Fast Response




M365 Token Reuse Security Incidents

* Incident Response & Recovery Review

* Lessons Learned
* Increasing need for Endpoint Detection and Response (EDR) tools
* |nsufficient M365 security feature subscriptions
e Split on-premises Active Directory and EntralD (AzureAD)
e Steep learning curve for M365 Defender investigation tools (Hmm? MDR)

* Immutable offsite backups — can’t be overwritten, encrypted, removed before
for retention period

e Email OTP to an email account is high risk
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