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Topics

• Cyber Security Spectrum of Controls
• Patchwork vs. Integrated
• M365 Cloud Ecosystem: infrastructure, threats, security
• M365 Token Reuse Attacks and Defense
• OpenAI Hugging Face Incident
• AI for Trustees * Copilot Demo
• Email Spoofing Prevention *
• Questions other topics
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1. How Microsoft knows something bad happened

2. The small-business attack surface

3. How Microsoft 365 Copilot is grounded
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M365 Token Reuse Security Incidents

• Incident Response & Recovery Review
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M365 Token Reuse Security Incidents

• Incident Response & Recovery Review
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M365 Token Reuse Security Incidents

• Incident Response & Recovery Review
• Lessons Learned

• Increasing need for Endpoint Detection and Response (EDR) tools
• Insufficient M365 security feature subscriptions
• Split on-premises Active Directory and EntraID (AzureAD)
• Steep learning curve for M365 Defender investigation tools (Hmm?  MDR)

• Immutable offsite backups – can’t be overwritten, encrypted, removed before 
for retention period

• Email OTP to an email account is high risk
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