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Session Agenda

• Microsoft 365 (M365)
• Microsoft Entra ID

• Implementing and Enforcing Multi-Factor 
Authentication (MFA)

• Microsoft Intune

• Microsoft Defender

• Microsoft Azure
• Microsoft Defender for Cloud

• SecOps Weekly Review Checklist
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9/28/2026

Suite of cloud-based Microsoft apps 
◦ including Outlook, Office Apps, Teams, and OneDrive

◦ Entra ID - formerly Azure Active Directory
 Identity and access management service for M365/Azure services (cloud active directory)

◦ Microsoft Defender
 Suite of security tools and dashboards for Microsoft 365 services

Microsoft’s virtual machine hosting platform for cloud environments

◦ Microsoft Defender for Cloud
 Azure-focused suite of security tools and dashboards

Terminology
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Evolution of Defender

 Windows Defender for Desktop
◦ Now Windows Security protection suite: firewall, virus& threat, etc.

 Microsoft Defender for M365 (cloud services)
◦ Unified security portal at https://security.microsoft.com

 Microsoft Defender for Endpoint (user devices)
◦ Onboarded/managed with Intune for mobile device management of Microsoft and non-MS devices

 Microsoft Defender for Cloud - Azure hosted environment
◦ https://portal.azure.com under Microsoft Defender for Cloud menu

 Microsoft Defender for Identity
◦ Advanced security features for M365 focused on identity and access management
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Microsoft 365 Feature Crosswalk
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Licensing
• Licensing is per-user

• Subscription can be monthly or 
yearly, but cheaper if yearly

• Most features discussed today 
are included in Business 
Premium, but not Standard

• The admin portal can be used to 
see and manage licenses
https://admin.microsoft.com
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Microsoft Entra ID

• License: 
• P1 (included with Business 

Premium) or 

• P2 (advanced features)

• User management

• Sign-in and audit logs

• Risky activities/sign-ins
• Email alerts set-up

• Conditional access policies –
authentication methods

9/28/2026 2026 Conference Series 7

https://entra.microsoft.com



Identity Secure Score

• Uses recommendations and risk values to “score” your security 
posture against Microsoft’s auditing

• “Secure Score” concept is reused in Microsoft Defender and 
Microsoft Defender for Cloud as well

• Identity Secure Score focuses on user/role management and account 
security

• 100% requires P2 features to satisfy all recommendations
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Identity Secure Score (cont.)

9/28/2026 2026 Conference Series 9



Multi-Factor Authentication (MFA)

• MFA is required for ALL M365 users

• Authenticator app is recommended
• App generates code locally and offline

• SMS text and email is NOT recommended
• No encryption and vulnerable to interception

• Vulnerable to SIM-swapping attacks

• Beware of unsolicited MFA requests
• They made it to the MFA step. Your password is compromised! 

Change it!

• Avoid MFA fatigue attacks – don’t just say “Yes” to make the 
notifications stop!

• Train users to report unexpected MFA requests and never 
accept them!
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Implementing MFA – Security Defaults

• Predefined set of rules created by Microsoft, available even with Business Standard

• Requires all users to register for MFA

• Admins must always perform MFA, users “when necessary” 
• Blocks legacy authentication – older/insecure protocols 

i.e., IMAP, SMTP, POP3, Office 2010…
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Implementing MFA – Conditional Access

• Conditional Access Policies
• Requires Business Premium

• Customizable rulesets

• Can require MFA for selected or all users

• Can require app MFA vs SMS/phone
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Microsoft Intune
• License: Business Premium or E3+

• Configuration management using 
group policy settings as well as 
others

• Support for Apple and Android

• Can view antivirus scan reports and 
execute scans remotely

• Can view and manage Windows, 
Apple, Android updates

• Remote wipe capability

• Enrolled devices can be 
automatically integrated with 
Defender for Endpoint
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Microsoft Defender
• Security suite for M365

• License: Business Premium

• Exposure Management: 

• High level view of security posture

• Categorized findings and 
recommendations

• Vulnerability Management

• Can provide vulnerability information on 
hosts using Defender for Endpoint

• Endpoint Detection and Response (EDR)

• Real-time monitoring and detection of 
potential threats on hosts
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Exposure Management – Secure Score
• View regularly to identify:

• New recommendations released (will cause a decrease)
• Unexpected decreases due to configuration changes
• Items marked as “planned” that need to be addressed
• Confirmation of fixes implemented

• Be sure to show “achievable score”:
• “Risk accepted” items will prevent reaching 100%
• Outstanding items may not be achievable if they require a 

license that you do not have
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Vulnerability Management
• Recommendations

• Exposure Management 
entries may link to items here

• Reports needed software 
updates for Azure + Intune 
devices

• Device Inventory

• Easily view installed software, 
versions, CVEs, registry paths

• Security recommendations 
per device

• Useful for finding software 
file locations/current versions
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Microsoft Graph
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An API that can be used to pull 
data from Microsoft 365, notably 
audit logs…

For example, used in a Powershell
script to pull all sign-ins from a 
set of administrator users from 
the past week:



Microsoft Defender for Cloud
• Cloud-focused security portal

• Provides a Secure Score and security 
recommendations for:

• Azure VMs

• Azure resources (i.e. SQL databases)

• Azure configurations

• Often highlights items that can be 
resolved via configuration 
management/group policy

• Provides monitoring and analytics for 
the Azure environment
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Azure Cost Management

• Cost analysis

• Ability to set up price alerts

• Recommendations for 
savings on cloud 
infrastructure
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Weekly SecOps Checklist

• Email
• Skim M365 Message center emails (in their own folder) for

relevant updates, action items – mostly administrative

• Entra
• Risky users, workload identities, sign-ins, detections

• Manual (scripted with Graph) review of successful sign-ins

• Intune
• Defender Antivirus Report

• Windows Update Report
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Microsoft 365 Message Center Emails
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• Weekly Digest with 
supplemental announcements

• Mostly informational feature 
updates/improvements applied 
in the background

• Can mention features being 
removed or changing – convey 
info about relevant products to 
Trustee/staff if appropriate



Weekly SecOps Checklist (cont.)

• Microsoft Defender
• Incidents, Alerts

• Secure Score

• Ensure applied recommendations 
have taken effect

• Identify cause(s) of any decrease
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• Recommendations
• Software updates often appear weekly

• Review in-progress items and dedicate time to working 
on them or starting new ones

• Make sure to check both Vulnerability Management and 
Exposure Management sections!



Weekly SecOps Checklist (cont.)

• Microsoft Defender for Cloud
• Security Alerts

• Secure Score

• Ensure applied recommendations have taken effect

• Identify cause(s) of any decrease (no history graph, unfortunately)

• Query for needed software updates (previously in UI, moved to M365 Defender)

• Use Powershell w/ Azure APIs to customize results and produce reports
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Recommendation Examples

• Enable MFA for all users (Identity/Entra)

• Safe Links & Safe Attachments policies should exist and be applied 
(M365/Defender)

• Update Google Chrome (M365/Defender)

• Encrypt all BitLocker-supporter drives (M365/Defender)

• Disabled accounts with permissions on Azure resources should be removed 
(Azure/Defender for Cloud)

• Storage accounts should prevent shared key access (Azure/Defender for Cloud)
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Safe Links/Attachments Policies

• Microsoft Defender > Policies and rules > Threat policies

• Designed to protect users from malicious links and 
attachments in emails

• Safe Links Policy: Scans URLs in emails a database of known 
malicious URLs 
• Scans are performed each time clicked
• Rewrites URLs (optional) to ensure scans are done if link is 

shared

• Safe Attachments Policy: scan files in email before delivering 
to inbox

• Can be set up in monitor or block mode for testing
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Secure Score Challenges
• Some recommendations will require licenses you do not have

• Pending Windows/software updates can drop the score until applied
• This can hit the score twice as hard if the update fixed a vulnerability!

• Some recommendations are not feasible to implement in your environment
• Ex: password expiration when automation accounts are used

• Security and Microsoft features are always changing; recommendations change 
with them…
• Sometimes Microsoft will inform you in Message Center or directly
• Sometimes you’ll just see a score drop
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Quick Links
NOTE: Use at your own discretion. Links may no longer be active in some cases.

• (https://msportals.io/) List of shortcut links for M365 pages.

• (https://entra.microsoft.com) Entra ID

• (https://security.microsoft.com) M365 Defender

• (https://portal.azure.com) Azure (M365 Defender for Cloud)

• (https://admin.cloud.microsoft/exchange#/homepage) Exchange Admin Center
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https://msportals.io/
https://entra.microsoft.com/
https://security.microsoft.com/
https://portal.azure.com/
https://admin.cloud.microsoft/exchange#/homepage
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Questions?



End
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